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What’s a Web Service? 

ÅW3C says a web service:  

ïña software system designed to support interoperable 
machine - to -machine interaction over a network. It has 
an interface described in a machine -processable format 
(specifically WSDL). Other systems interact with the 
Web service in a manner prescribed by its description 
using SOAP -messages, typically conveyed using HTTP 
with an XML serialization in conjunction with other Web -
related standards.ò 

ÅIsnôt that clear?  
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What’s the problem? 

ÅDisparate systems that need to talk to each other!  

ïBatch doesnôt cut it. 

ïReal- time integration w/partners  

ïSeparation of concerns w/in an organization  

ÅNot the first attempt at solving the problem  

ïSunôs RMI 

ïMicrosoftôs DCOM 

ïOMGôs CORBA 

ïEDI  

ïebXML 

ÅNot only B2B  

ïUsed w/in a website for Ajax communications  
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What’s a Web Service, really? 

ÅSimple! Program A calls Program B  

ïbut it happens over a network  

ïand it doesnôt matter what language theyôre written in 

ïnor what platform theyôre running on 

ïand the network can be the internet  

ïand it can be secure  

ïand reliable  

ïand fast  

ïand é 
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Whoa! SOA?  

ÅSOA = Service Oriented Architecture  

ÅArenôt Web Services all about SOA 

ïIsnôt SOA all about Web Services?  

ïNot necessarily!  

ÅSOA is great industry buzzword for enterprise 
integration  

ïIBM, Sun, BEA, HP, Software AG, Oracle, Microsoft, etc. 
are all offering ñSOA Solutionsò 

ÅKey part of SOA is the word Architecture  

ïSOA isnôt a ñplug inò, itôs a way of building systems in 
the enterprise  

ïDoes push the concept of reuse, but itôs complex 

ïNot needed to take advantage of Web Services  

 



© 2010 Tech Software Inc.  
http://www.techsoftinc.com  6 

HTTP  

ÅHyper Text Transfer Protocol  

ïNot just text!  

ïSame protocol for JPG, PDF, Flash, JS, CSS, etc.  

ÅStandard for addressing web pages, media, 
services  and other resources  

ÅAddress is a URL, or Uniform Resource Locator  

ïhttp://www.cnn.com  

ïhttps://www.mycompany.com/services/CheckInv.php  

ÅA URL is a special case of a URI  

ïUniform Resource Identifier  
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XML  

ÅeXtensible  Markup Language  

ïEncoding of ñmessageò 

ÅStrong Unicode support for national languages  

ÅMarkup Language used to format data for transfer 
between service consumer (caller) and provider 
(callee )  

ÅDescendant of SGML  

ïAs is UIM ï iSeries Help Language and DDS 
ñreplacementò 

ÅNot meant to be non -programmer readable!  

ïBarely programmer readable  

ÅModern HTML is XML by definition (XHTML)  
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XML Details  
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Ooops! XML is case sensitive!  
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Fix the end tag!  
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Correctly Formatted XML  
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Production XML is more complex!  
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SOAP  

ÅSimple Object Access Protocol  

ïSending encoded messages  

ÅStandard for describing messages passed between 
programs using XML  

ïñMessage Passingò == Program call 

ÅSOAP used to request service from another 
program, and pass it parameters and get 
parameters back  

ÅAnd you donôt actually have to use HTTP, you 
could use SMTP, Sockets, Carrier Pigeons, SOAP 
handles it all  
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WSDL  

ÅWeb Services Description Language  

ïThe ñhow toò manual for a web service call 

ÅCompile - time artifact in some cases  

ïNeeded to determine the rules of the service call, not 
necessarily needed at runtime  

ÅRun- time artifact in other cases  

ïEg. PHP, Ruby  

ÅXML based standard describing the web service 
parameters and how to call it  

ïXML describing the XML you need to send ï circular!  

ÅMachine -readable ñdocumentationò for a service 
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WSDL Parts  

ÅWSDL made up of 5 parts, or ñelementsò 

ïTypes, Messages, Ports and Operations, Bindings, and 
Service  

ÅService describes the web service at a high level  

ïWhat does the service do  

ïHow can I access it? (Ports)  

ïService analogous to service program  

ÅPorts describe the access points, ports of call  

ïSOAP RPC, GET, POST are common  

ÅBindings describe how the data is encoded for 
each port  

ïLiteral, MIME and URLEncoded  are common  
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WSDL Parts 2  

ÅOperations describe the different methods 
available in a service  

ïSingle service can provide many methods, typically 
related  

ÅGetPrice , SetPrice , CheckInventory , CheckOrder , CreateOrder é 

ïAnalogous to procedures in service program  

ÅTypes defines the details of a parameter  

ïTypes analogous to a data -structure  

ïSubfields in a DS can be other data structures, similarly, 
Types can (typically do) reference other types  
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Big vs Little Web Services  

ÅSOAP and WS -* vs. RESTful  

ïTwo camps in web services  

ÅSOAP camp is used for back -end enterprise 
services  

ïRequired for many Enterprise Service Buses (ESBs)  

ïRequires for WS -* spec  

ÅREST camp is used as ñweb APIsò 

ïSimpler to call from web browsers  

ïBasis for many Ajax based sites  
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WS - * What?  

ÅWS-I ï Web Services Interoperability Organization  

ïPublishes ñProfilesò or guidelines for web service 
interoperability  

ïBasic Profile, 1.1, 1.2, 2.0, etc.  

ïIndustry consortium  

ÅIBM, Microsoft, BEA, SAP, Oracle, Fijitsu , HP, Intel, Sun, et al  

ÅWS-* Standards  

ïWS-Security  

ïWS-Reliability  

ïWS-Transaction  

ïWS-Addressing  

 

 

 



© 2010 Tech Software Inc.  
http://www.techsoftinc.com  19 

WS - Security  

ÅUm, arenôt web services secure? 

ïDefine ñsecureò 

ÅDescribes how integrity and confidentiality can be 
ensured in a web service call  

ïSAML (Security Assertion Markup Language)  

ïKerberos  

ïX.509 (Public Key Infrastructure, and Single Sign -on)  

ÅNon - repudiation  

ïSignatures and encryption  

ïThe caller claims to be Bob. How can I guarantee that it 
is? 
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WS - Reliability  

ÅUm, arenôt web services Reliable? 

ïAgain, define ñReliableò 

ïIs your i5/OS app ñreliable?ò  

ÅEnsures message delivery and integrity  

ïSystem failures  

ïNetwork failures  

ïSoftware failures  

ÅDelivery Assurances  

ïAt Least Once ï Could be 3 times  

ïAt Most Once ï Could be 0 times  

ïExactly Once  

ÅñGive me a ping, Vasili . One ping only, please.ò 

ïIn Order ï FIFO, plus one of the above  
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WS - Transaction  

ÅWS-Atomic Transaction  

ïCommitment control for web service messages  

ïAll or nothing transaction between multiple services  

ÅWS-Business Activity  

ïLong running business process  

ïUmbrella for many Atomic transactions  

ïCan wait on Human elements  

ïAll state transactions are recorded  
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What happened to simple ? 

ÅRemember SOAP was Simple  Object Access 
Protocol?  

ïWS-* is optional  

ïWS-* is mostly ignored  

ïBut when you need it you really need it  

ÅTooling makes SOAP web services a breeze  

ïReally, it does  

ïéif you donôt need too much complication 

ÅThis is way too painful, I need a rest!  
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Ah good, my REST!  

ÅREpresentational State Transfer  

ïSimpler web service call architecture  

ÅAlternative to SOAP  

ïBut doesnôt support WS-* (Yippee!)  

ÅBased on the fundamental verbs in HTTP itself  

ïDoesnôt need (or support) a WSDL concept for describing 
the service ï human documentation only  

ÅMuch simpler to consume a REST service from a 
browser  

ïIdeal for Ajax  

ÅResponses donôt have to be XML 

ïIn fact, often arenôt ï thatôs the point! 
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REST Architecture  

ÅClient -Server  

ïSeparation of concerns  

ïClients donôt care about storage 

ïServers donôt care about state or user interface 

ïIncreased reuse and portability  

ïBetter scalability and reliability  

ÅStateless  

ïNo state stored on server  

ïClient remembers all state  

ïEach request contains everything server needs to know  
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REST Architecture 2  

ÅCacheable  

ïClients and proxies are allowed to cache results  

ïSame result for same request  

ïIncreased performance, and edge caching possible  

ÅUniform interface  

ïClients and Servers code to common interface  

ïEach can develop on their own details  

ÅLayered system  

ïClient doesnôt care if itôs taking to end server, or an 
intermediary, as long as it gets its answer  

ÅCode on demand  

ïServers can push code ( Javascript ) to client to run on 
client and extend client capabilities  
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REST Guiding Principles  

ÅIdentification of Resource  

ïEach resource is uniquely identified by a URI  

ïConceptually separate from the server representation  

ïYou get a customer representation, not a customer row 
from the database  

ÅManipulation of Resources  

ïURI contains sufficient information to manipulate 
(create, change, delete) server resource ï with 
permission  
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REST Guiding Principles 2  

ÅSelf -Descriptive  

ïThere is no WSDL  

ïMedia - type (MIME/Internet Media Type) must provide 
sufficient information for processing  

ïShouldnôt need to look inside message 

ÅHypermedia is engine of state  

ïLikely to be related resources  

ïShould be identified in response complete with URIs for 
accessing them  
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REST Basics  

ÅGiven: Weôll use HTTP to make service calls 

ÅThen letôs use ALL of HTTP 

ÅHTTP is a text based protocol based on verbs  

ïVerbs are commands sent from client to server  

ÅGET and POST are most common, they handle 
99% of the web  

ÅBut there are other verbs in the core HTTP 
protocol  

ïHEAD, PUT, PROPS, DELETE, TRACE, OPTIONS, etc.  

ïRare, but you can define your own verbs too.  
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Typical Web Services  

ÅOutside vendor information  

ïChecking Stock availability real - time  

ÅInternal Cross -System Services  

ïPublic website on IIS getting data from iSeries  

ÅSales Tax Calculations  

ïOutsource the problem of keeping tables updated  

ÅUPS/FedEx Shipping Info  

ïLookup current shipment status to keep customers 
informed  

ÅWeather reports  

ïDelivery scheduling or activity management based on 
weather  
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More Web Services  

ÅCurrency Exchange  

ïShow customers price in their currency at current rates  

ÅPostal Address Validation  

ïCheck and normalize an address for delivery  

ÅIP Address Information  

ïRequestor in the USA? On dialup? In China?  

ïGeographic information serving ï closest stores/dealers  

ÅEmail Address  

ïCorrectly Formatted?  

ïOn a ñfreeò email service (gmail , hotmail , etc )  

ïReal address?  

Åme@company.com; nowhere@nowhere.com  
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Consumers and Providers  

ÅProgram A calls Program B  

ïProgram A is the consumer  

ïProgram B is the provider  

ÅGetting or sending data somewhere?  

ïYouôre a consumer 

ÅProviding or accepting data from somewhere?  

ïYouôre a provider 

ÅMost of the time youôre a consumer 

ïGood! Itôs the simpler of the two! 
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Getting IP Address Info  

ÅDOTS IP Address Validation  

ïGiven an IP Address return information about it  

ïhttp://www.serviceobjects.com/products/ip -address  

ÅService Endpoint  

ïhttp://trial.serviceobjects.com/gpp/GeoPinPoint.asmx/G
etLocationByIP_V2  

ÅParameters IN on URL (the ñGETò method) 

ïIP Address to lookup  

ïLicenseKey (How they handle security)  

ÅXML Out  
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Reading the WSDL  

ÅIn SOAP service the definition is contained in 
WSDL 

ÅDocumentation says WSDL available at  

ïhttp://trial.serviceobjects.com/gpp/GeoPinPoint.asmx?W
SDL 

ÅFrom WSDL we look for  

ïPorts and bindings available, we want the GET one  

ïOperations available on that Port, We want 
GetLocationByIP_V2  

ïMessages available (we want the IP Lookup one)  

ïParameters expected  

ïParameter passing method  

 

http://trial.serviceobjects.com/gpp/GeoPinPoint.asmx/GetLocationByIP_V2?WSDL
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Service and Ports  
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Bindings  
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Port Types  
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Messages  

 



© 2010 Tech Software Inc.  
http://www.techsoftinc.com  39 

Types  
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What does response look like?  

ÅResult of call to Web Service for an IP of 
216.150.141.228  
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Call from Straight RPG  

ÅFrom w/in a RPG Program we need a way to 
request a URL and get a result back  

ÅSeveral options available  

ïCode it yourself ï itôs ñjustò sockets 

ïUse a commercial solution  

ïUse free software!  

Åwww.scottklement.com  

ïHTTPAPI ï Handles the plumbing needed to download a 
webpage  

ïWeôll use it to access the webservice  and download the 
resulting XML  
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What to do with XML we get?  

ÅPull the ñimportantò stuff out of xml, or parse it 

ÅTwo parsers available, SAX and DOM  

ÅDOM makes sense on ñsmallerò XML docs with a 
consistent structure  

ÅSAX makes sense on ñlargerò docs or inconsistent 
structures  

ÅSmall and large are relative, but DOM holds entire 
document in memory, SAX only holds one part at 
a time  

ï1K XML -> DOM; 1G XML -> SAX ; 10M XML -> ??  

ÅIP Info is clearly DOM land  

ïSmall and well defined  
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Parse It with DOM!  

ÅNeed to define a data structure to hold the result  

ÅData structure has a subfield for each element  

ïRemember you can nest DS if needed  

ïYou can have elements occur multiple times  

ïPredefined DS is why the DOM parser works well in this 
case  

ïHTTPAPI requests the URL passed in  
and writes response to an IFS file  

ÅYou then parse the results of the  
IFS file using XML - Into op code  
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Remember This?  



© 2010 Tech Software Inc.  
http://www.techsoftinc.com  45 

Translates to this… 
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Get XML and Parse it  
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%xml enhancement post 6.1  

ÅPTF SI34938 release in March of last year  

ÅAdds two new options to the XML - Into op code  

Ådatasubf  

ïData Subfield ï Allows xml - into to deal with elements in 
the form  

ï< tagname  attr ="value">text data</ tagname >  

Åcountprefix  

ïAllows you to detect the number of subfield and array 
elements set by xml - into  

ÅDetails in the RPG Café online  
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RPG Summary  

ÅRelatively straight forward  

ïassuming you have something like HTTPAPI  

ÅFragile  

ïWeb services arenôt supposed to change their 
messagesé In a perfect world. 

ïHuman parsed WSDL, human coded data structures  

ÅFast!  

ïIt's compiled code. Should run fast.  

ÅWSDL is compile time artifact  

ïNot needed at runtime  

ïCan change endpoint w/out changing WSDL  

ïTest/QA/Production endpoints  
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PHP  

ÅPHP has native support for web services  

ÅPHP is a dynamic language!  

ÅPHP is (relatively) slow since it's interpreted at 
runtime  

ïTime is relative. Itôs still blindingly fast! 

ÅAt runtime PHP parses WSDL and dynamically 
creates proxy methods  

ÅWSDL is now runtime artifact  

ÅEndpoints in WSDL must be correct  

ïPHP uses them directly  

ïDifferent WSDL needed for test / qa / production  
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PHP  
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.NET  

ÅHybrid of PHP and RPG  

ÅWSDL is parsed at development time to generate 
objects (data structures)  

ïSpeed of compiled objects  

ïSame fragility problem as RPG, if the service changes...  

ÅParsing done automatically by wizard  

ÅURL in WSDL doesn't have to be correct  

ïYou can specify at runtime; great for test/ qa/production  

ÅVisual Studio Wizard  

ïPoint it at the WSDL  

ïGenerates needed code and proxy method  

ÅCall as if it was any other method   
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Web Service Providers  

ÅLetôs Pretendé 

ïWe sell ñthingsò 

ïWe want to enable customers to check pricing  

ïWe have a pricing module already  

ÅWe need to define our interface  

ïWhat are we doing about security?  

ïWhat parms do we need?  

ïHow will consumers access our service? URL? SMTP?  

ïAre we doing REST or SOAP?  
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Security!?!  

ÅTypically not an issue when consuming  

ïyou do what the provider tells you to  

ÅAs a provider  

ïyou have data that shouldnôt be publicly available 

ïDOS attacks  

ïData leakage  

ÅCompetitors can walk your database  

ïFulfilling a requests costs you  

ÅTime  

ÅBandwidth  

ÅReal $ (Does service do something real?)  

ÅSSL 

ïDo we encrypt the tunnel? And where? SSL Accelerator?  
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Security Options  

ÅSecurity by obscurity  

ïNo one knows about my service, so itôs secure! Ha! 

ÅNetwork security  

ïThis service only used internally  

ÅShared secret  

ïñsecretò that must be included on all calls 

ÅHTTP 403 Username / Password  

ïUses normal HTTP authentication mechanism  

ÅSession based  

ïThereôs a login ñserviceò that starts a session. Then 
session id is passed to each service as a parm  

ÅKerberos / SSO / Other advanced topics  
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What Parameters do we need?  

ÅService Key (Shared Secret) from security 
decision  

ÅPricing is simple in this case, we do quantity 
breaks  

ÅWhat are our parms  to the existing pricing 
routine?  

ïItem#, Quantity  

ÅOur answer! We need:  

ïAccess Key  

ïItem#  

ïQuantity  

 



© 2010 Tech Software Inc.  
http://www.techsoftinc.com  58 

How to access?  

ÅURL? SMTP? 

ïYes, I said SMTP. SOAP does it all, if we want  

ÅWe want something simple  

ÅWe already have a deployed website we can 
integrate with  

ÅServices are often segregated into a directory  

ïRobots.txt file tells search engines to stay out  

ïMakes it clear these are services  

ÅURL should describe Service  

Åhttp://mycompany.com/services/GetPricing.xxx  

ïxxx depends on the implementation, cgi, php, aspx, jsp, 
etc.  
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SOAP or REST  

ÅHow will our service be called?  

ïNot sure? Customers do crazy things  

ïLikely to be on a web page, let's make it simple  

ïThis is for external consumption  

ÅNot part of an internal SOA project  

ÅNo need for orchestration or composition  

ïCustomers have expressed an interest in Ajax  

ÅREST is a good fit here  

ïSimple to consume, simple to expose!  

ïBrowser consumption almost always demands REST  
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What’s our API? 

ÅRemember, REST is just HTTP!  

ÅWe're just retrieving, or GETting  a price  

ïthe GET verb is all we need.  

ÅNeed to define some parameters on the URL  

ïURL Parameters are specified as Key=Value  

ïAccessKey , ItemNo , Qty  

Åhttp://mycompany.com/services/GetPricing.php?A
ccessKey=f3s21&ItemNo=12213&Qty=15  

ÅThatôs how to call, what do we return? 
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Could simply be XML  
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But we want simplicity!  

ÅCould use just plain text  

ïReturn ñ32.23ò as sole response 

ÅUse JSON ï Javascript  Object Notation  

ÅSingle Javascript  function to parse this on browser 
side  
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Service is simply a web page!  

ÅUse your favorite web page development 
environment  

ïCGI-DEV2, Java, PHP, .Net , etc.  

ÅInstead of returning HTML youôre returning JSON 
formatted text.  

ÅCongratulations, youôve written a web service 

ïSee, itôs simple! 
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What if I want  a SOAP service?  

ÅYou will sometimes want SOAP  

ïSOAP rules in SOA  

ïConsumer specified WSDL ï The ñWalmart  Effectò 

ÅWalmart  says theyôll call into your system, but you must  provide 
a web service that looks like this and they give you a WSDL  

ÅYou may need to utilize one of the WS -* protocols  

ÅYou want something thatôs point and click 

ïWhat? Point and click with SOAP? Yes!  

ïThe i5/OS Web Services Server Wizard  

ïSOAP service in 8 easy steps  
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Step 1  
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Step 2  
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Step 3  
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Step 4  
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Step 5  
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Step 6  
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Step 7  



© 2010 Tech Software Inc.  
http://www.techsoftinc.com  72 

Step 8  
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Resources  

ÅMidrange.com and the Midrange -L mailing list  

ïYou should be a subscriber!  

Åhttp://www.w3schools.com/webservices/  

ïGreat overview of web services  

Åhttp://www.zend.com/en/solutions/modernize -
ibm - i/  

ïThe home of Zend  Core for i5/OS  

Åhttp://www.scottklement.com  

ïOpen source HTTPAPI and others  
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7 Points to take home  

ÅWeb Services are simply program calls...  

ïéacross a network 

ÅSOAP vs. REST  

ïBig vs. Little  

ïBack Office vs. Browser  

ÅSOAP needs  XML 

ÅREST can return anything  

ïJSON is a favorite  

ÅConsuming from a Browser? Use REST!  

ÅWeb Services Wizard makes SOAP point and click  

ÅPlease Please  Please  donôt forget security! 
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How to contact me: 

Walden Leverich 

WaldenL@techsoftinc.com 

Twitter: @WaldenL 

http://blog.waldenl.com 

Questions?  


